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The Akkadian Platform:

Governed Collaboration Lifecycle
Automation for Federal, State, Local, and
Regulated Environments

Managing collaboration environments across Microsoft and Cisco platforms is already complex. Government
cloud environments add additional security, compliance, and operational requirements.

The Akkadian Platform simplifies user provisioning, moves, adds, changes, deletes, and lifecycle management
across Cisco and Microsoft collaboration platforms, including government-community and FedRAMP-
authorized editions. With Akkadian’s automated collaboration administration and governed workflows,
agencies and contractors can reduce manual effort, improve consistency, and maintain operational control.

The Akkadian Platform is compatible with U.S. government cloud environments, but it is not itself certified under U.S.
government cloud authorization programs. Specifically, Akkadian Labs does not hold a FedRAMP authorization, DoD
provisional authorization, or StateRAMP authorization. Because the software runs within the customer’s accredited
network and security boundary, it inherits that boundary’s controls rather than requiring its own cloud-service
authorization.

Supported Government Environments

Platform Environments Supported by Akkadian Underlying Authorization*

Microsoft holds FedRAMP High and DoD
Commercial, GCC, GCC High, DoD SRG IL4—IL5 authorizations for these
cloud environments

Microsoft Teams &
365

Cisco holds FedRAMP Moderate

i Webex Commercial, Webex for Government L
Cisco Webex X rel xrorisover authorization for Webex for Government

Cisco Unified Communications Manager
(on-premises), UCM Cloud for Government,
UCM-CG

Cisco UC
(On-Prem & Cloud)

On-prem deployments reside within the
customer's accreditation boundary

*Authorizations listed are held by Microsoft and Cisco for their respective cloud platforms, not by Akkadian Labs.
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Security & Data Handing Highlights

34 Customer-Hosted Deployment

Runs inside your organization’s network and security boundary,
providing control over infrastructure, access, and compliance
requirements.

& Data Stays in Your Environment

Provisioning and administrative data remain within the
customer environment and are not routed through Akkadian-
hosted infrastructure.

@ Secure Platform Connectivity

Encrypted APl communications using TLS 1.2+ for connections
to Microsoft and Cisco collaboration platforms.

Po Role-Based Access Control

Define and enforce administrative permissions with granular
access controls aligned to operational responsibilities.

Frequently Asked Questions

&) Akkadian

Comprehensive Audit Logging

Track provisioning, configuration changes, and administrative
actions with complete audit visibility.

Government Cloud Compatibility

Supports lifecycle management and provisioning across
Microsoft GCC, GCC High, DoD, Webex for Government, and
other supported environments.

Governed Automation

Apply standardized workflows and approval processes to
reduce manual admin and improve operational consistency.

Native Integrations

Connects using Microsoft and Cisco published administrative
APls and management interfaces, including Microsoft Graph
Government endpoints and Webex for Government APIs.

Is the customer-hosted Akkadian Platform FedRAMP certified?

No. FedRAMP is an authorization program for cloud services. The Akkadian Platform is customer-deployed software
operating within the customer's environment. As a result, it supports administration and lifecycle management of
FedRAMP-authorized collaboration platforms without requiring its own FedRAMP authorization.

Can the customer-hosted Akkadian Platform be used in highly regulated environments?

Yes. The Akkadian Platform supports provisioning and lifecycle management for Microsoft Teams GCC High and DoD
environments, as well as government-focused Cisco collaboration environments. For data handling and support personnel
questions specific to ITAR or CUI programs, customers should reach out to our team to review requirements.

Who should | contact for compliance documentation?

Email compliance@akkadianlabs.com. Our team can provide architecture guidance, deployment information, and available
compliance documentation to support security and procurement reviews.

WANT TO LEARN MORE?

Request a Research Session

Interested in collaboration lifecycle automation for GCC, GCC High, DoD, or Webex for
Government environments? Connect with our team for additional technical, architectural,
and compliance information to support your evaluation of the Akkadian Platform.
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